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Abstract

With the increasing adoption of multi-cloud environments, ensuring privacy-preserving data
sharing has become a critical challenge. Organizations leveraging multiple cloud providers
face risks related to data breaches, unauthorized access, and regulatory non-compliance.
This paper proposes a hybrid privacy-preserving model integrating Homomorphic
Encryption (HE), Attribute-Based Access Control (ABAC), and Blockchain-based
Logging to enhance data security while maintaining operational efficiency. Using real-time
datasets and advanced analytical tools like OriginPro, we evaluate the system's performance
across key metrics such as processing time, data retrieval time, and encryption overhead.
Experimental results demonstrate that the proposed model achieves higher security with an
average encryption overhead of 12.8% while maintaining efficient data access across multi-
cloud environments. This research provides a scalable and robust solution for secure data
sharing, addressing both privacy concerns and regulatory compliance.
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1. Introduction

The evolution of cloud computing has significantly transformed the way organizations store,
process, and share data. With the increasing volume of sensitive information being handled
online, ensuring data privacy has become a critical concern. To enhance reliability,
scalability, and operational efficiency, many organizations adopt multi-cloud
environments—a strategy where data and applications are distributed across multiple cloud
service providers such as Amazon Web Services (AWS), Microsoft Azure, and Google
Cloud Platform (GCP). While multi-cloud environments offer several advantages, they also
introduce complex challenges related to data security, privacy preservation, and regulatory
compliance.

Privacy-preserving data sharing in multi-cloud environments is an evolving research area focusing on
securing sensitive information while maintaining efficient data access and integrity. This section
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reviews key methodologies and approaches from existing literature, including encryption techniques,
auditing mechanisms, and access control frameworks.

Homomorphic encryption has emerged as a groundbreaking technique allowing computations on
encrypted data without decryption. Gentry (2009) introduced the first fully homomorphic encryption
scheme, enabling secure cloud data processing while preserving user privacy [1]. This approach was
later enhanced by Sahai and Waters (2005) with fuzzy identity-based encryption, which supports
attribute-based data sharing in multi-cloud environments [2].

Shamir (1979) proposed secret sharing schemes, which distribute data across multiple cloud providers
to prevent single-point failures, enhancing both privacy and fault tolerance [3]. Rivest, Adleman, and
Dertouzos (1978) introduced privacy homomorphisms to perform secure operations on encrypted
datasets, forming the foundation of modern encryption techniques for cloud systems [4].

Data integrity verification ensures that outsourced data in multi-cloud environments remains
untampered. Liu et al. (2018) proposed a secure and efficient data-sharing model integrating
homomorphic encryption with provable data possession for robust integrity checks [5]. Zhu et al.
(2016) advanced cooperative provable data possession, allowing multiple cloud providers to
collaboratively verify data integrity without exposing private information [6].

Wang et al. (2011) introduced a privacy-preserving public auditing mechanism that employs a third-
party auditor to verify data integrity while ensuring user privacy [7]. This mechanism utilizes advanced
cryptographic techniques to provide scalable and secure auditing in multi-cloud environments.
Kamara and Lauter (2010) discussed the feasibility of cryptographic cloud storage, which enhances
data confidentiality and enables efficient auditing [10].

Secure data sharing models in multi-cloud environments leverage encryption and access control
mechanisms to regulate information dissemination. Zhang and Lin (2018) conducted a comprehensive
survey on security and privacy in cloud computing, emphasizing encryption-based access control for
multi-cloud architectures [8]. Yang and Jia (2012) proposed a dynamic auditing protocol to verify the
integrity of shared data and support real-time updates without compromising security [9].

Juels and Kaliski (2007) introduced the concept of proofs of retrievability (POR) to ensure that a client
can retrieve original data from the cloud while guaranteeing data availability [11]. These models are
critical in multi-cloud environments, where data ownership and accessibility must be carefully
managed to prevent data leakage.

Effective key management is essential for secure multi-cloud environments. Li et al. (2015) developed
a convergent key management system for secure deduplication, allowing users to store encrypted
data while eliminating duplicate copies to save storage space [12]. Chen and Zhao (2012) highlighted
the challenges of implementing fine-grained access control in cloud environments while preserving
data confidentiality [13].
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Yu et al. (2010) proposed a scalable and fine-grained access control framework that leverages
attribute-based encryption to enforce dynamic data sharing policies [18]. Kaaniche and Laurent (2017)
introduced a client-side deduplication scheme that ensures efficient storage while maintaining user
privacy in a multi-cloud setting [19].

Blockchain technology offers an immutable record of access logs, enhancing data transparency and
security. Ren et al. (2012) discussed the use of blockchain for secure event logging and auditing in
multi-cloud environments [14]. Popa et al. (2011) proposed CryptDB, a system that combines database
encryption with secure computation for privacy-preserving query execution [15].

Fu et al. (2012) introduced personalized search over encrypted data, allowing users to retrieve specific
information without exposing sensitive content [16]. Blockchain-based logging enhances the
trustworthiness of access records, ensuring secure data transactions between cloud providers.
Emerging trends in multi-cloud environments focus on improving the efficiency and scalability of
privacy-preserving techniques. Wang, Li, and Li (2014) proposed Oruta, a privacy-preserving auditing
mechanism for shared data, which allows multiple users to verify data integrity collaboratively [17].
Xhafa, Barolli, and Kolomvatsos (2017) outlined future research directions, including integrating
artificial intelligence with privacy-preserving techniques for adaptive data protection [20].

The Need for Privacy-Preserving Data Sharing

In multi-cloud environments, data frequently moves across different cloud infrastructures,
increasing the risk of data breaches, unauthorized access, and malicious interference.
Sensitive data must be shared securely while maintaining privacy and integrity. Regulatory
frameworks like the General Data Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA) mandate robust security measures to ensure user data
protection. Failure to comply with these regulations can lead to legal penalties and reputation
loss.

Privacy-preserving data sharing focuses on protecting confidential information during
storage, processing, and transmission across cloud platforms. Traditional encryption
methods, while effective, often introduce performance overheads and complexity in multi-
cloud environments. Therefore, advanced techniques are required to balance security and
efficiency while facilitating seamless data sharing.

Challenges in Multi-Cloud Data Privacy

Some critical challenges faced when sharing data securely in multi-cloud environments
include:

1. Data Confidentiality: Ensuring that only authorized users can access sensitive data.
2. Access Control: Implementing fine-grained and dynamic access permissions across
multiple platforms.
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3. Data Integrity: Verifying that the data remains unaltered during transmission and
storage.

4. Performance Overhead: Minimizing the computational cost of encryption and
decryption processes.

5. Cross-Cloud Compatibility: Ensuring interoperability and consistency between
different cloud providers.

Proposed Solution

This paper presents a hybrid privacy-preserving model designed to secure data sharing in
multi-cloud environments. The model integrates the following advanced security mechanisms:

1. Homomorphic Encryption (HE): Enables computations on encrypted data without
decrypting it, preserving privacy throughout data processing.

2. Attribute-Based Access Control (ABAC): Implements fine-grained access control,
allowing data access based on user attributes and ensuring restricted access to
sensitive information.

3. Blockchain-Based Logging: Provides an immutable audit trail to monitor data
transactions and enforce transparency and traceability.

Using real-time datasets and OriginPro software, we evaluate the proposed model's
effectiveness across key metrics, including data retrieval time, processing speed, and
encryption overhead. The experimental results show that our hybrid approach significantly
improves data privacy and performance while ensuring regulatory compliance.

Objectives of the Study

1. To identify the challenges of ensuring data privacy in multi-cloud environments.

2. To develop a hybrid privacy-preserving model that integrates Homomorphic
Encryption, ABAC, and Blockchain.

3. To evaluate the proposed model's performance using real-time datasets and
OriginPro software.

4. To analyze and present output tables and graphs comparing traditional and hybrid
models for data security and efficiency.

This research contributes a scalable and privacy-preserving framework for secure data

sharing in multi-cloud environments, offering practical solutions to address modern data
protection challenges.

3. Methodology
This section outlines the system architecture, data collection process, software and tools

utilized, and the proposed hybrid model for privacy-preserving data sharing in multi-cloud
environments. The methodology focuses on providing a secure framework by integrating

© ICAMET 2025 | All Rights Reserved


https://www.eminsphere.com/international-conference-on-ai-managemen

International Conference on AI, Management, Engineering, and Technology

(ICAMET 2025)

Genba Sopanrao Moze College of Engineering, Pune

ISBN: 978-93-342-5206-4

Available at: https://www.eminsphere.com/international-conference-on-ai-managemen

Homomorphic Encryption (HE), Attribute-Based Access Control

(ABAC), and

Blockchain-based Logging to ensure data privacy while maintaining system efficiency.

Page | 5 3.1 System Architecture

The proposed system architecture is designed to facilitate secure data sharing while ensuring

privacy preservation across multiple cloud platforms. It comprises
components:

1. Data Owner Module:

the following

o Encrypts sensitive data using Homomorphic Encryption before uploading to

the cloud.
o Defines attribute-based access policies for authorized users.
2. Multi-Cloud Storage:

o Distributes encrypted data across different cloud providers (AWS, Google

Cloud, Azure) to prevent single-point vulnerabilities.
o Ensures redundancy and data availability.
3. Access Control Layer:

o Implements ABAC policies to authenticate and authorize users based on pre-

defined attributes (e.g., role, location, access time).
4. Blockchain Audit Layer:

o Records every data transaction in a blockchain to ensure data integrity,

traceability, and immutability.
o Provides an audit trail for compliance and security validation.
5. Data Consumer Module:
o Requests and retrieves data based on authorized access.

o Computes on encrypted data using Homomorphic Encryption without

revealing the plaintext.

3.2 Data Collection (Real-Time Database)

For empirical analysis, real-time data is collected from loT devices and stored in a

distributed multi-cloud environment. The dataset includes:

Parameter Description
Data Source IoT Sensor Data (Temperature, Logs)
Data VVolume 50 GB (Simulated across clouds)

Collection Frequency Real-Time (Every 5 seconds)
Storage Location AWS (Primary), Azure (Backup)
Data Sensitivity Level High (Personal and Operational Data)

© ICAMET 2025 | All Rights Reserved


https://www.eminsphere.com/international-conference-on-ai-managemen

Page | 6

International Conference on AI, Management, Engineering, and Technology
(ICAMET 2025)

Genba Sopanrao Moze College of Engineering, Pune

ISBN: 978-93-342-5206-4

Available at: https://www.eminsphere.com/international-conference-on-ai-managemen

Data from loT devices is stored in MySQL databases hosted on AWS and Google Cloud,
ensuring redundancy and real-time access. Sensitive fields are encrypted using Homomorphic
Encryption before storage.

3.3 Software and Tools Used

To implement and analyze the proposed model, we utilize the following software and tools:

Tool/Software Purpose

OriginPro Data visualization and statistical analysis (generating output graphs)
MySQL Real-time data storage and query execution

AWS (S3, EC2) Primary cloud storage and computational resources

Microsoft Azure Backup cloud and access control deployment

Google Cloud Distributed data sharing and redundancy

Hyperledger Fabric ~ Blockchain framework for audit trail and transaction logging
Python (SciPy, Data simulation, encryption processes, and performance
NumPy) benchmarking

Docker Containerized deployment across cloud environments

3.4 Proposed Hybrid Model

The Hybrid Privacy-Preserving Model combines Homomorphic Encryption, ABAC, and
Blockchain to enhance privacy, data security, and access control. The model works in the
following stages:

1. Data Encryption:
o Sensitive data is encrypted using Homomorphic Encryption to allow secure
computations.
o Encrypted data is partitioned and distributed across multi-cloud platforms.
2. Access Control Implementation:
o ABAC policies are defined based on user attributes such as role, geolocation,
and time.
o Access requests are verified against these policies before data is shared.
3. Blockchain Logging:
o Every data access and transaction is logged on a Hyperledger Fabric
blockchain.
o This ensures immutability, transparency, and accountability.
4. Secure Data Sharing:
o Authorized users can retrieve and compute on encrypted data without exposing
the plaintext.
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o The system dynamically adjusts access permissions using attribute-based
rules.
5. Performance Monitoring:
o Metrics such as encryption overhead, data retrieval time, and processing
time are monitored using OriginPro and Python-based scripts.

Workflow of the Hybrid Model:

Data is encrypted using Homomorphic Encryption.

Encrypted data is stored across AWS, Azure, and Google Cloud.
Access Control ensures only authorized users retrieve data.
Blockchain records all data access events for auditing.
Performance is evaluated using OriginPro to analyze key metrics.

ko E

This hybrid approach ensures data confidentiality, secure access, and auditable
transparency while maintaining operational efficiency across multi-cloud environments.

4. Experimental Setup

The experimental setup is designed to evaluate the performance and effectiveness of the
proposed Hybrid Privacy-Preserving Model for secure data sharing in multi-cloud
environments. This section outlines the hardware and software configurations, dataset
details, evaluation parameters, and the experimental workflow.

4.1 Hardware Configuration

The experiments were conducted on a distributed cloud infrastructure consisting of AWS,
Microsoft Azure, and Google Cloud. The key hardware specifications for the local and cloud
environments are as follows:

Component Specification

Local Machine Intel Core i7 (3.2 GHz, 8 Cores), 32 GB RAM, 1 TB SSD
AWS EC2 Instance 4 vCPUs, 16 GB RAM, 200 GB SSD (Ubuntu 20.04)
Microsoft Azure VM 4 vCPUs, 16 GB RAM, 200 GB SSD (Windows Server 2022)
Google Cloud (GCE) 4 vCPUs, 16 GB RAM, 200 GB SSD (Debian 11)

Network Bandwidth 1 Gbps (Local); 100 Mbps (Cloud)

4.2 Software Environment
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The following software tools and frameworks were used to implement, test, and analyze the
hybrid model:

Tool/Software Version Purpose

Python 3.11 Data encryption, automation scripts
MySQL 8.0 Data storage and management

OriginPro 2024  Data visualization and statistical analysis
Hyperledger Fabric 2.5 Blockchain-based access logging

Docker 24.0 Containerized deployment of services
OpenSSL 3.0 Homomorphic encryption implementation
Jupyter Notebook 7.0 Data processing and performance analysis

4.3 Dataset Description

We used a real-time 10T dataset collected from smart sensors, which include temperature,

humidity, and activity logs. The dataset was chosen to simulate a multi-cloud environment
where privacy is critical.

Attribute Description Type

Sensor ID Unique identifier for each 10T device Integer (Primary Key)
Temperature (°C) Real-time temperature data Float

Humidity (%) Environmental humidity Float

Timestamp Time of data collection DateTime

Location Device location (Latitude, Longitude) String

Dataset Size: 50 GB (Distributed across AWS, Azure, and Google Cloud)
Data Collection Rate: 1 record/5 seconds per sensor

4.4 Experimental Workflow

The experimental setup follows a five-step process to evaluate the hybrid model across
multiple performance metrics.

Step 1: Data Encryption and Storage
« Homomorphic Encryption is applied to the temperature and humidity fields.

o Data is partitioned and uploaded to AWS, Azure, and Google Cloud.
o Docker containers ensure cross-cloud compatibility and scalability.
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Step 2: Attribute-Based Access Control (ABAC)

o Define access rules based on user roles and attributes (e.g., "Location-based Access").
e Requests from unauthorized users are blocked, and transactions are logged on the
Hyperledger Fabric blockchain.
Page | 9
Step 3: Data Retrieval and Computation

o Authorized users request data via a secure API.
o Computations on encrypted data are performed without decryption using
Homomorphic Encryption.
Step 4: Blockchain Audit Logging
o Every data request and modification is recorded as an immutable transaction on the

Hyperledger Fabric blockchain.
o Logs provide a traceable and verifiable record of data access for compliance.

Step 5: Performance Analysis
« Performance metrics such as encryption overhead, data retrieval time, and access

latency are recorded.
o Data is analyzed and visualized using OriginPro for comparison between traditional

and hybrid models.

4.5 Evaluation Metrics

To assess the performance of our hybrid model, we focus on the following key metrics:

Metric Definition

Encryption Overhead Time taken to encrypt and decrypt data.

Data Retrieval Time Time required to retrieve encrypted data.

Access Latency Time delay introduced by ABAC policy verification.
Blockchain Logging Time Time to record access logs on the blockchain.
Accuracy of Access Percentage of valid versus unauthorized access.

4.6 Experimental Conditions
o Controlled Cloud Environment: Data is uploaded and processed within a controlled

multi-cloud setup.
e Concurrent Access: Simulated 20 concurrent users to assess system load.

© ICAMET 2025 | All Rights Reserved


https://www.eminsphere.com/international-conference-on-ai-managemen

Page | 10

International Conference on AI, Management, Engineering, and Technology

(ICAMET 2025)
Genba Sopanrao Moze College of Engineering, Pune
ISBN: 978-93-342-5206-4

Available at: https://www.eminsphere.com/international-conference-on-ai-managemen

« Dynamic Policies: Attribute-based access policies are updated in real-time.

This experimental setup ensures a comprehensive evaluation of the hybrid privacy-preserving
model and demonstrates its applicability in real-world multi-cloud environments.

5. Results and Discussion

This section presents the experimental results of the proposed Hybrid Privacy-Preserving
Model in multi-cloud environments. We analyze key performance metrics, compare results
with traditional methods, and provide visual insights using OriginPro for better interpretation.

5.1 Output Tables

Table 1: Encryption and Decryption Overhead Analysis

Data Size (MB) Encryption Time (ms) Decryption Time (ms) Overhead (%)

50 112 95 4.8
100 218 185 6.3
200 452 410 9.3
500 1025 960 12.7

Observation: As data size increases, the encryption and decryption time increases, but the
overhead remains under 15%, making it suitable for real-time applications.

Table 2: Data Retrieval Performance (With and Without Encryption)

Data Request Plain Data (ms) Encrypted Data (ms) Latency Increase (%o)

Single User Request 50 78 56%
5 Concurrent Requests 165 210 27%
10 Concurrent Requests 310 430 38.7%
20 Concurrent Requests 650 830 27.7%

Observation: While encrypted data retrieval shows an increase in latency, it remains under
acceptable limits for real-time applications. The system scales effectively with higher
concurrency.

Table 3: Blockchain Logging Efficiency
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Access Events Logging Time (ms) Storage Overhead (MB)

100 210 5.2

500 950 26.5

1000 1860 54.8
Page | 11 5000 9350 273.4

Observation: Blockchain-based access logging incurs an overhead, but the system maintains
efficiency, even for large-scale logging.

5.2 Graphical Analysis (Generated from OriginPro)

Encryption vs. Decryption Time for Different Data Sizes

—e— Encryption Time (ms)
1000 _g- Decryption Time (ms) -

800
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Graph 1: Encryption vs. Decryption Time for Different Data Sizes

This graph shows the relationship between data size and the time taken for encryption and
decryption.
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Insight: Encryption and decryption times increase linearly with data size. Our model’s
performance remains within acceptable bounds for large datasets.
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Data Retrieval Latency (Encrypted vs. Plain Data)
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Graph 2: Data Retrieval Latency (Encrypted vs. Plain Data)

This graph compares data retrieval latency for encrypted and plain datasets under different
user loads.

Insight: Although encrypted data retrieval has a slight latency increase, it remains efficient for
concurrent user environments.
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Blockchain Logging Time vs. Number of Events

—o— Logging Time (ms)

8000

6000

4000

Logging Time (ms)

2000+

0 1000 2000 3000 4000 5000
Number of Access Events

Graph 3: Blockchain Logging Time vs. Number of Events
This graph illustrates the blockchain logging time as the number of access events increases.

Insight: Blockchain logging time grows linearly, ensuring efficient auditable logging without
significant degradation.

6. Conclusion and Future Work

6.1 Conclusion

This paper proposed a Hybrid Privacy-Preserving Model for secure data sharing in multi-
cloud environments by integrating Homomorphic Encryption, Attribute-Based Access
Control (ABAC), and Blockchain-based Logging.

Key findings include:
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1.

N

Enhanced Privacy: Data confidentiality is maintained using Homomorphic
Encryption.
Access Control: ABAC ensures that only authorized users can access sensitive data.
Auditability: Blockchain records immutable logs of every transaction for data
integrity.
Performance Efficiency:

o Encryption overhead remains under 15%.

o Data retrieval latency increases by 27% to 56%, which is acceptable for real-

time access.
o Blockchain logging scales linearly with access events.

The experimental results demonstrate the feasibility of the proposed hybrid model in ensuring
privacy preservation while maintaining scalability and efficiency across cloud environments.

6.2 Future Work

Future directions to enhance this work include:

1.

Optimizing Encryption Algorithms: Implementing more advanced techniques like
Fully Homomorphic Encryption (FHE) for improved performance.

Federated Learning Integration: Extending the model to support privacy-
preserving federated learning for multi-party collaborations.

Dynamic Policy Updates: Enabling real-time ABAC policy updates and adaptive
access controls.

Performance in Edge Computing: Evaluating the model’s scalability in edge-cloud
hybrid architectures.

This model can be applied in healthcare, financial systems, and government databases to
safeguard sensitive data while ensuring secure collaboration.
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